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Abstract

This research aims to address the inefficiencies in network
access control and unequal bandwidth distribution within
Souphanouvong University's WiFi network (SUWIFI). The study
implemented a centralised authentication and security system using
the IEEE 802.1x protocol, a RADIUS server (MikroTik User
Manager), and the EAP-TTLS mechanism. The methodology
included network topology redesign, centralised database integration,
and traffic management using Simple Queues across various user
groups. The results demonstrated a significant improvement in
network stability and bandwidth allocation. Bandwidth was
successfully optimised and limited to 6 Mbps per user, reliably
accommodating an average of 150 concurrent users without network
congestion. Furthermore, the centralised approach provided robust
security against unauthorised access and streamlined administrative
tasks. In conclusion, the integration of 802.1x and MikroTik-based
RADIUS provides a scalable, secure, and highly efficient network
management solution for the university environment.
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0012219 3. 21UEONA1IREMDI] Vian €z Hotspot 11 Mikrotik.

Feature

VLAN (Virtual LAN)

Hotspot

Layer
Primary Purpose
Method

Scalability

Hardware

Requirement

Layer 2 (Data Link)

Network Isolation & Segmentation
Tags Ethernet frames (802.1Q)
High (Used for large, complex

networks)

Needs VLAN-aware switches/APs

Layer 3-4 (Network/Transport)
User Authentication & Billing
Captive Portal (Web login)

Best for guest networks (Hotels,
Cafes, University)

Works on any interface (Wireless,
Ethernet)
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